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REMARKS 

In response to the Final Office Action mailed January 12, 2007, Applicants respectfully 
request reconsideration. Claims 1-11 were previously pending in this application. No claims have 
been added, amended, or canceled by this amendment. As a result, claims 1-11 are pending for 
examination with claims 1, 3, 5, and 8 being independent claims. No new matter has been added. 

I. Restriction Requirement 

The Office Action asserts that claims 1-4 and 5-11 are directed to different inventions and 
requires that Applicants restrict consideration of the application to one of the two groups. 

Applicants believe the Restriction Requirement is improper, and therefore traverse the 
requirement. MPEP §803 states that if search and examination of all the claims can be made 
without serious burden on the Examiner, the Examiner must examine all of the claims on the 
merits, even though they may be directed to independent or distinct inventions. Applicants 
respectfully assert that it is unreasonable for the Examiner to assert that merely because the 
claims have been assigned to different subclasses of the same class , an undue burden has been 
created. Certainly, searching different subclasses within a single class is easily accomplished, 
and thus the Examiner is not unduly burdened. 

Withdrawal of the Restriction Requirement is therefore respectfully requested. 

II. Summary of Telephone Conference with Examiner 

Applicants' representative appreciates the courtesies extended by Examiner Cao in 
granting and conducting a telephone conference on May 11, 2007. Applicants were represented 
at the interview by William R. McClellan (Reg. No. 29,409) and Technology Specialist Andrew 
Tibbetts. During the telephone conference, Applicants' representative presented to the Examiner 
a general overview of Applicants' invention as recited in the claims. The Feyt reference was also 
discussed. Further details of various topics discussed during the telephone conference with the 
Examiner are included in the remarks below. 

III. Overview of Embodiments of the Invention 

One embodiment described in the application is directed to methods and apparatus for 
masking data being processed by an integrated circuit. In this embodiment, a power consumption 
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of the circuit is randomly distributed such that an external power analysis of the circuit is unable 
to reveal the nature of the data being processed by the circuit. In such methods and apparatus, the 
total "natural" power consumption of the circuit is first predetermined. Subsequently, power is 
then randomly supplied to the circuit such that the total supplied power remains essentially 
equivalent to the "natural" power consumption, but is provided randomly over an extended time 
window. Such a random redistribution of supplied power causes an external power analysis to 
yield a different result each time for the data being processed. In this manner, sensitive data is 
masked or protected against unwanted discovery. An exemplary integrated circuit 
implementation may employ asynchronous processing elements that, because they are not linked 
to a clock signal, may execute their data processing operations at the first point that the power 
supply is providing enough power for them to complete their operations; accordingly, the 
random supply of power over an extended time window does not adversely affect data 
processing. 

The foregoing summary is provided solely for the convenience of the Examiner. It should 
be appreciated that each of the independent claims may not be limited in the manner described in 
the summary above. Therefore, the Examiner is requested not to rely upon the summary for 
determining whether each of the claims distinguishes over the prior art of record, but to do so 
based solely on the language of the claims themselves and the arguments presented below. 

IV. Claim Rejections under 35 U.S.C. §112 

Claims 1-3 stand rejected under 35 U.S.C. §112, paragraph one, as allegedly failing to 
comply with the enablement requirement. Applicants respectfully traverse the rejection. 

The Office Action asserts, with regard to claims 1 and 3, that the specification fails to 
disclose "a total power in the predetermined time window being predetermined." However, the 
specification clearly teaches this limitation: "According to an embodiment of the present 
invention, the instantaneous power provided to the calculation element is randomly distributed in 
a predetermined time window, the total power in the window being predetermined" (Page 2, 
lines 17-19). Applicants assert that determining a total power consumed by a calculation element 
in a given time window is well within the abilities of one of ordinary skill in the art and, 
therefore, the specification meets the requirements of §112, paragraph one, with respect to claim 
1 and 3. 
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The Office Action asserts, with regard to claim 2, that the specification fails to disclose 
that "the total power is determined according to a maximum possible power consumption of the 
calculation element." Applicants reiterate their comments in this regard from the previous 
response filed October 23, 2006. Again, the specification clearly discloses this limitation of 
claim 2: "According to an embodiment of the present invention, the total power provided to the 
calculation element in the time window is determined according to the maximum possible power 
consumption of the calculation element" (Page 2, lines 20-22). Applicants assert that determining 
a maximum possible power consumption of a calculation element is well within the abilities of 
one of ordinary skill in the art and, therefore, the specification meets the requirements of §112, 
paragraph one, with regard to claim 2. 

Accordingly, withdrawal of the rejection of claims 1-3 under 35 U.S.C. §112, paragraph 
one, is respectfully requested. 

V. Claim Rejections Under 35 U.S.C. §102 

Claims 1-4 stand rejected under 35 U.S.C. §102 as allegedly being anticipated by U.S. 
Patent No. 6,698,662 ("Feyt"). For the same reasons presented in the Applicants' Response, 
dated October 23, 2006, to the previous Office Action, Applicants traverse the rejection. 

A. Claims 1-2 

Independent claim 1 is directed to a method for supplying an asynchronous calculation 
element of an integrated circuit, comprising: randomly distributing, in a predetermined time 
window, an instantaneous supply power of the asynchronous calculation element, a total power 
in the predetermined time window being predetermined. 

Feyt clearly does not teach or suggest any limitations of claim 1. In strict contrast to 
claim 1, Feyt discloses that a random signal generator is coupled to a power supply, and 
consumes a random or very irregular amount of power that is added to the power consumption of 
the circuit performing the real calculations (Col. 2, lines 49-51). This extra power consumption 
may be done using an integrator to maintain the appearance of a smooth power consumption 
(Col. 2, lines 63-65). Hence, nowhere does Feyt teach or suggest randomly distributing, in a 
predetermined time window, an instantaneous power supply to an asynchronous calculation 
element, a total power supply in the predetermined time window being predetermined. 
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Merely adding a random amount of power consumption as noise to an overall power 
consumption of a circuit, as Feyt does, clearly does not meet the limitations of Applicants' claim 
1. According to claim 1, an instantaneous power supply of an asynchronous calculation element 
must be randomly distributed. Feyt does not regulate an instantaneous power supply to its 
hardware, let alone randomly distribute an instantaneous power supply as required by claim 1. 
Rather, Feyt allows its hardware to draw any instantaneous power it requires, in a conventional 
fashion, and then adds — using a random signals and resistors, an integrator, or a charge pump — 
power consumption, thus masking the instantaneous power consumption of its hardware. 

As discussed in the Examiner Interview, the random signal generator 28 of Feyt does not 
vary the current /,■„, as asserted by the Examiner, but rather varies the current I out . As Applicants' 
representatives pointed out, Feyt plainly states in its disclosure, "So that the current I out no longer 
reflects the operations performed, the invention proposes to modify it by means of a device 20 or 
30" (Col. 2, lines 43-45). Further, Feyt states that, "the device 20 (FIG. 1) consumes current in a 
random or at the very least irregular manner, random consumption which, added to the normal 
current consumption /,•„, makes the value I out random" (Col. 2, lines 50-53). Feyt again clarifies 
this point, stating, "The invention proposes a third way of scrambling the value of I out whilst 
performing operations to be protected" (Col. 3, lines 7-8). 

In these passages, Feyt is clear that the current /„„, is modified while the current /,•„ is 
unregulated, and therefore there is no teaching or suggestion in Feyt of controlling the power 
supplied to asynchronous calculation elements. Thus, there cannot be any teaching of randomly 
distributing, in a predetermined time window, an instantaneous power supply to an asynchronous 
calculation element, a total power supply in the predetermined time window being 
predetermined. 

In fact, Feyt's invention could not possibly operate such that the total power supply in a 
predetermined time window is predetermined. Feyt's invention is clearly directed to masking a 
power consumption by randomly adding power consumption through the use of a random 
generator or an operational amplifier (op-amp) circuit (i.e., an integrator). As would be 
understood by one of ordinary skill in the art, using the random generator of Feyt, it would be 
arguably impossible to predetermine a maximum power consumption. Indeed, Feyt is explicit in 
teaching that, during its masking process, the power consumption of the circuit is a "chaotic 
consumption" (Col. 3, line 36). 
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It is true that Feyt does teach "averaging" a power consumption; however, the Office 
Action's assertion that Feyt thus teaches a total power supply in a predetermined time window 
being predetermined is erroneous. Feyt teaches, as its second embodiment, averaging a power 
consumption through the use of an integrator "which 'smooths' the variations in the current I in so 
as to erase them" (Col. 2, lines 63-65). Clearly, if the total power supply were predetermined, 
Feyt would not need an integrator to smooth variations in a current. Instead, the power supply 
would merely output a predetermined average. By implementing an integrator in this way, Feyt 
is showing that a total power supply is not predetermined, and an "average of the current /,•„" 
needs to be determined. In fact, Feyt teaches that the average is "obtained" by the integrator 
(Col. 2, line 64). 

Further, Applicants' claim 1 is limited to operating with an asynchronous calculation 
element. As previously argued by Applicants, nowhere does Feyt teach or suggest using its 
method with an asynchronous calculation element. 

In view of the foregoing, Feyt clearly does not teach or suggest any limitations of claim 

1. Therefore, claim 1 patentably distinguishes over Feyt and is in allowable condition. Claim 2 
depends from claim 1 and, based on its dependency, is allowable for at least the same reasons. 

B. Claims 3-4 

Applicants' independent claim 3 is directed to a circuit for supplying at least one 
asynchronous calculation element of an integrated circuit, comprising: a variable supply element 
configured to randomly distribute in a predetermined time window an instantaneous energy 
provided to the asynchronous calculation element, a total power in the predetermined time 
window being predetermined. 

For reasons that should readily be appreciated from the foregoing discussion of claims 1- 

2, Feyt does not teach or suggest any of the limitations of claim 3. Therefore, claim 3 patentably 
distinguishes over Feyt and is in allowable condition. Claim 4 depends from claim 3 and, based 
on its dependency, is allowable for at least the same reasons. 

C. Feyt does not anticipate claims 1-4 

In view of the foregoing, it is clear that no case of anticipation has been established, as 
there is no teaching or suggestion in the prior art of record that satisfies the limitations of the 
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pending claims. Therefore, it is respectfully asserted that the rejection of claims 1-4 under §102 
as allegedly being anticipated by Feyt is improper and should be withdrawn. 

VI. General Comments on Dependent Claims 

Since each of the dependent claims depends from a base claim that is believed to be in 
condition for allowance, Applicants believe that it is unnecessary at this time to argue the 
allowability of each of the dependent claims individually. Applicants do not, however, 
necessarily concur with the interpretation of the dependent claims as set forth in the Office 
Action, nor do Applicants concur that the basis for the rejection of any of the dependent claims is 
proper. Therefore, Applicants reserve the right to specifically address the patentability of the 
dependent claims in the future, if deemed necessary. 
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CONCLUSION 

It is believed that all of the pending claims have been addressed. However, the absence of 
a reply to a specific rejection, issue, or comment set forth in the Office Action does not signify 
agreement with or concession of that rejection, issue or comment. In addition, because the 
arguments made above may not be exhaustive, there may be reasons for patentability of any or 
all pending claims (or other claims) that have not been expressed. Furthermore, nothing in this 
paper should be construed as intent to concede any issue with regard to any claim, except as 
specifically stated in this paper, and the amendment of any claim does not necessarily signify any 
concession of unpatentability of the claim prior to its amendment. 

In view of the foregoing amendments and remarks, this application should now be in 
condition for allowance. A notice to this effect is respectfully requested. If the Examiner 
believes, after this amendment, that the application is not in condition for allowance, the 
Examiner is requested to call the Applicants' representative at the telephone number indicated 
below to discuss any outstanding issues relating to the allowability of the application. 

If this response is not considered timely filed and if a request for an extension of time is 
otherwise absent, Applicants hereby request any necessary extension of time. If there is a fee 
occasioned by this response, including an extension fee, that is not covered by an enclosed 
check, please charge any deficiency to Deposit Account No. 23/2825. 

Respectfully submitted, 

Dated: May 14, 2007 

By: / Joseph Teja, Jr. I 
Joseph Teja, Jr. 
Registration No.: 46,066 
WOLF, GREENFIELD & SACKS, P.C. 
Federal Reserve Plaza 
600 Atlantic Avenue 
Boston, Massachusetts 02210-2206 
(617) 646-8000 
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